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Amend the claims as follows: 

1 . (Previously presented) A method of analyzing instructions and data for a program 
to determine where the instructions and data might result in incorrect results when run on a 
mulliproccssor system, Ihc method comprising the steps of: 

dividing the instructions and data for the program into plural domains based on 
symbols used to refer to those instructions and data, the multiprocessor system configured to use 
at most ono processor at a time to execute instructions and to access data from any one domain; 

determining which of the instructions and data involve references outside of their 

domains; 

determining which of the references outside of their domains are multiprocessor 

unsafe references; 

generating a report of the multiprocessor unsafe references; and 
modifying the instructions and data based on the report. 

2. (Previously presented) A method as in claim 1 > wherein the instructions and 
(tola comprise code that prior to modification is designed for use on a single processor system. 

3. (Previously presented) A method as in claim 1 , wherein the determining steps, 
the generating step, and the modifying step are repeated until none of the references are 
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determined lo be multiprocessor unsafe references, whereby the code is modified to be suitable 
for use on a multiprocessor system. 

4. (Previously presented) A method as in claim 1 , wherein the instructions and 
data comprise source code that is analyzed before compilation. 

5. (Previously presented) A method as in claim 1, wherein the instructions and 
data comprise object code that is analyzed before being linked to form an executable. 

6. (Previously presented) A method as in claim 1, wherein the instructions and 
data comprise object code that is analyzed while being linked to form an executable. 

7. (Previously presented) A method as in claim U wherein the instructions and 
data comprise interpretablc code that is analyzed at run time. 

8. (Previously presented) A method as in claim 1, wherein the instructions and 
data arc for execution by a virtual machine, and wherein the instructions and data arc analysed 
by the vjrlual machine at run time. 

9. (Previously presented) A method as in claim 1, wherein the plural domains 
include a network domain comprising network functions and dala referred to by the network 
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functions, a storage domain comprising storage functions and data referred to by the storage 
functions, and a filesystem domain comprising other functions and data referred to by the other 
functions. 

10. (Previously presented) A method as in claim 9, wherein the plural domains 
further comprise a multiprocessor safe domain, and wherein instructions and data that involve 
references to the multiprocessor safe domain are considered to be multiprocessor sate references. 

1 1 . (Previously presented) A method as in claim 1, wherein the step of 
determining which of the references are multiprocessor unsafe further comprises determining 
which of the references are neither determined to be always multiprocessor safe nor annotated in 
the code as multiprocessor safe. 

12. (Previously presented) A method as in claim 11, wherein references can be 
annotated in the code as multiprocessor safe because the references switch domains at run lime. 

13. (Previously presented) A method as in claim 1, wherein the instructions and 
dam are modified by adding annotations that indicate references outside of their domains are 
multiprocessor safe. 

14. (Previously presented) A method as in claim l t wherein the instructions and 
data are modified by adding switch domain functions to the instructions and data to change 
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multiprocessor unsafe references outside of a domain into multiprocessor safe references inside 
the domain. 

15. (Previously presented) A method as in claim 1, wherein the instructions and 
data ore modified automatically based on the report of the multiprocessor unsafe references, 

1 6. (Previously presented) A method as in claim 1, wherein the instructions and 
data arc modified by an expert system aided by a user, 

17 f (Previously presented) A method as in claim 1, further comprising the steps 

of: 

determining which of the references outside of their domains arc purportedly 
multiprocessor safe references; and 

generating a table of the purportedly multiprocessor safe references, the table 
including the domains to which the references are supposed to refer. 

18. (Currently amended) A memory storing information including slaps first 
in structions executable by a proccssor[[,]] 4ke 4o perform steps oxocutablo t o analyze second 
juslruclions and data for a program to determine where the second instructions and data might 
result in incorrect results when run on a multiprocessor system, the steps comprising: 
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dividing the second instructions and data for the program into plural domains 
based on symbols used to refer to ikese -the second instructions and data, the multiprocessor 
system configured to use at most one processor at a time to execute instructions and to access 
data Iron) any one domain; 

determining which of the second instructions and data involve references outside 

of their domains; 

determining which of the references outside of their domains are multiprocessor 
unsafe references; 

generating a repoit of the multiprocessor unsafe references; and 
modifying the second instructions and data based on the report. 

1 9. (Currently amended) A memory as in claim 18, wherein the ^cond 
instructions and data comprise code that prior to modification is designed for use on a single 
processor system, 

20. (Previously presented) A memory as in claim 18, wherein the determining 
steps, the generating step, and the modifying step arc repeated until none of the references arc 
determined to be multiprocessor unsafe references, whereby the code is modified to be suitable 
for use on a multiprocessor system. 
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21 . (Currently amended) A memory as in claim 1 8, wherein the second 
instructions and data comprise source code that is analyzed before compilation, 

22. (Currently amended) A memory as in claim 18, wherein the second 
instructions and data comprise object code that is analyzed before being linked to form an 
executable. 

23. (Currently amended) A memory as in claim 18, wherein the second 
instructions and data comprise object code that is analyzed while being linked to Form an 
executable. 

24. (Currently amended) A memory as in claim 18, wherein the second 
instructions and data comprise interpretable code that is analyzed at run time. 

25. (Currency amended) A memory as in claim 1 8, wherein the second 
iuslruclions and data are for execution by a virtual machine, and wherein the secondjustructions 
and data are analyzed by the virtual machine at run time, 

26. (Previously presented) A memory as in claim 1 8, wherein the plural domains 
include a network domain comprising network functions and data referred to by the network 
functions, a storage domain comprising storage functions and data referred to by the storage 
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.functions, ami n general domain comprising other functions and data referred to by the other 
functions. 

27. (Previously presented) A memory as in claim 26, wherein the plural domains 
further comprise a multiprocessor safe domain, and wherein instructions and data that involve 
references to the multiprocessor safe domain arc considered to be multiprocessor safe references. 

28. (Previously presented) A memory as in claim 18, wherein the step of 
determining which of the references are multiprocessor unsafe further comprises determining 
which of the references arc neither determined to be always multiprocessor safe nor annotated in 
the code as multiprocessor safe. 

29. (Previously presented) A memory as in claim 28, wherein references can be 
annotated in the code as multiprocessor safe because the references switch domains at run lime. 

30. (Currently amended) A memory as in claim 18, wherein the second 
instructions and data arc modified by adding annotations that indicate references outside of their 
domains arc multiprocessor safe. 

3 1 . (Currently amended) A memory as in claim 1 8, wherein the second 
instructions and data arc modified by adding switch domain functions to the sc_cond_instructions 
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and data to change multiprocessor unsafe references outside of a domain into multiprocessor safe 
references inside llie domain* 

32. (Currently amended) A memory as in claim 1 8, wherein the second 
instructions and data arc modified automatically based on the report of the multiprocessor unsafe 
references. 

33, (Currently amended) A memory as in claim 18, wherein the second 
instructions and data are modified by an expert system aided by a user. 

34. (Previously presented) A memory as in claim 18, wherein the steps further 

comprise the steps of: 

determining which of the references outside of their domains are purportedly 

multiprocessor safe references; and 

generating a tabic of the purportedly multiprocessor safe references, die table 
including die domains to which the references are supposed to refer. 

35, (Previously presented) A memory as in claim 18, wherein the memory is a 
removable storage medium, fixed disk, RAM or ROM. 
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3G. (Currently amended) An - A computer system com prising a processor and an 
analyzer ihaumdyittflt r. cause the processor to analyz e instructions and data for a program to 
determine where the instructions and data might result in incorrect results when ran on a 
multiprocessor system, the analyzer eof^risU^incJuding: 

a reference analyzer that divides the instructions and data for the program into 
plural domains based on symbols used to refer to those instructions and data, the multiprocessor 
system configured to use at most one processor at a time to execute instructions and to access 
data from any one domain, that determines which of the instructions and data involve references 
outside of their domains, and that determines which of the references outside of their domains 
arc multiprocessor unsafe references; and 

a report generator that generates a report of the multiprocessor unsafe references. 



37. (Currently amended) A computer system A n anttWiwr as in claim 36, wherein 
the an alv/,cr further <3«mfm»m^ includes a modifier that modifies the instructions and data based 
on the report. 



38. (Currently amended) A computer system An analyser a s in claim 37, wherein 
Ihe instructions and data comprise code that prior to modification is designed for use on a single 
processor system. 
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39. (Currently amended) A co mput er system A a^aftalyzer-as in claim 37, wherein 
the determining stops, the generating step, mid the modifying step are repeated until none of the 
references arc determined to he multiprocessor unsafe references, whereby the code is modified 
to be suitable for use on a multiprocessor system. 

40. (Currently amended) A computer system Aa-analyzer-as in claim 37, wherein 
the instructions and data comprise source code that is analyzed before compilation, 

41. (Currently amended) A computer system An analyz e r as in claim 37, wherein 
the instructions and data comprise object code that is analyzed before being linked to form an 
executable. 

42. (Currently amended) A compu ter system An analyzer as in claim 37, wherein 
the instructions and data comprise object code that is analyzed while being Jinked to form an 
executable. 

43. (Currently amended) A com put er sys tem Aa-anaVwset^as in claim 37, wherein 
the instructions and data comprise interpretablc code that is analyzed at run time. 
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44. (Currently amended) j\j- f £>mput ? r system A a-anatyzer -as in claim 37, wherein 
the instructions and data arc for execution by a virtual machine, and wherein the instructions and 
data arc analyzed by the virtual machine at run time. 

45. (Currently amended) A computer system An analyz er-as in claim 37, wherein 
the plural domains include a network domain comprising network functions and data referred to 
by the network functions, a storage domain comprising storage functions and data referred to by 
the storage functions, and a filesystem domain comprising other functions and data referred to by 
the other functions. 

46. (Currently amended) A computer system A ivanalyzec-as in claim 45, wherein 
the plural domains further comprise a multiprocessor safe domain, and wherein instructions and 
data that involve references to the multiprocessor safe domain are considered to be 
multiprocessor safe references. 

47* (Currently amended) A computer system An analyz e r a s in claim 37, wherein 
determining which of the references are multiprocessor unsafe further comprises determining 
which of the references arc neither determined to be always multiprocessor safe nor annotated in 
the code as multiprocessor safe. 
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48. (Currently amended) Acornputgr system A" analyzer-as in claim 47, wherein 
references can be smnotated in the code as multiprocessor safe because the references switch 
domains at ran lime. 

49. (Currently amended) A co mputer system An analyz er-as in claim 37, wherein 
the instructions and data are modified by adding annotations that indicate references outside of 
their domains arc multiprocessor safe. 

50. (Currently amended) A computer svstcm An analyzer as in claim 37, wherein 
the instructions and data are modi Red by additig switch domain functions to the instructions and 
data to change multiprocessor unsafe references outside of a domain into multiprocessor safe 
references inside the domain. 

5 1 . (Currently amended) A computer system A n analyz e r ' as in claim 37, wherein 
the instructions and data arc modified automatically based on the report of the multiprocessor 
unsafe references. 

52. (Currently amended) A computer system . An-analyz«r-as in claim 37, wherein 
the instructions and data arc modified by an expert system aided by a user. 
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S3. (Currently amended) Acgmmitcf systgm An analy/.or as in claim 37, wherein 
the reference analyzer further determines which of the references outside of their domains are 
purportedly multiprocessor safe references; and wherein the analyzer further comprises a table 
generator that generates a table of the purportedly multiprocessor safe references, the table 
including the domains to which the references are supposed to refer. 

Claims 54- 79. (Canceled) 

80. (Previously presented) A method of analyzing instructions and data and 
dynamically determining where the instructions and data for a program might result in incorrect 
results when run on a multiprocessor system, the method comprising the steps of: 

dividing the instructions and data for the program into plural domains based on 
symbols used to refer to those instructions and data, the multiprocessor system configured to use 
at most one processor at a time to execute instructions and to access data from any one domain; 

determining which of the instructions and data involve references outside of their 

domains; 

determining which of the references outside of their domains are pivrportedly 

multiprocessor safe references; 

generating a table of the purportedly multiprocessor safe references, the table 
including the domains to which the references are supposed to refer; 

executing the instructions and data; and 
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when a reference in the table orpurportedly microprocessor safe references is 
encountered during execution of the instructions and data, determining if the reference is actually 
to a domain to which that reference is supposed to refer. 

81. (Previously presented) A method as in claim 80, wherein the instructions and 
data comprise intcrpretable code. 

82. (Previously presented) A method as in claim 80, wherein the instructions and 
data are for execution by a virtual machine, and wherein the virtual machine performs the 
method. 

S3. (Previously presented) A method as in claim 80, wherein the plural domains 
include a network domain comprising network functions and data referred to by the network 
functions, a storage domain comprising storage functions and data referred to by the storage 
functions, ami a fUcsystem domain comprising other functions and data referred to by the other 
functions. 

84. (Previously presented) A method as in claim S3, wherein the plural domains 
further comprise a multiprocessor safe domain, and wherein instructions and data that involve 
references to the multiprocessor safe domain arc considered to be multiprocessor safe references. 
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85. (Previously presented) A method as in claim 80, further comprising the steps 

of: 

determining which of the references outside of their domains arc multiprocessor 

unsa fe references; aad 

generating a report of the multiprocessor unsafe references. 

86, (Previously presented) A method as in claim 85, further comprising the step 
of modifying the instructions and data "based on the report, 

87- (Previously presented) A method as in claim 80, wherein if the reference is 
not actually to a domain to which that reference is supposed to refer, execution of the 
instructions and data halts and an error message is generated. 

88, (Previously presented) A method as in claim SO, wherein if the reference is 
not actually to a domain to which that reference is supposed to refer, the instruction or data 
making the reference is modified. 

89. (Previously presented) A method as in claim 88, wherein the instruction or 
data making the reference is rc-cxccutcd after being modified. 
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90. (Currently amended) A memory storing information including stepfhfirst 
instr uctions executable by a processor^]] titt-to perform steps e xecutable t o analyze second 
instructions anil data for a program and dynamically determine where the second .instructions 
and data might result in incorrect results when run on a multiprocessor system, the steps 
comprising: 

dividing the second instructions and data for the program into plural domains 
based on symbols used to refer to those- thc scco nd.instructions and data, the multiprocessor 
system configured to use at most ono processor at a time to execute instructions and to access 

data from any one domain; 

determining which of the s econd instructions and data involve references outside 

of their domains; 

determining which of the references outside of their domains are purportedly 

multiprocessor safe references; 

generating a tabic of the purportedly multiprocessor safe references, the table 
including the domains to which the references are supposed to refer; 

executing the second i nstructions and data; and 

when a reference in the table ofpurportcdly microprocessor safe references is 
encountered during execution of the second i nstructions and data, determining if the reference is 
actually to a domain to which that reference is supposed to refer. 



PAGE 19132* RCVD AT 511212006 4:38:00 PM [Eastern Daylight Time] « SVR:USPT0-EFXRMI11 * DNB:2733698 • CS1D:408 720 9397 • DURATION (mm-ss):16-36 



MAY-12-2006 FRI 12:40 PM BST&Z 



FAX NO. 408 720 9397 



P. 20 



09/828,284 
ArtUnil: 2192 

9 1 . (Currently amended) A memory as in claim 90, wherein the second 
instructions and data comprise intcrpretable code, 

92. (Currently amended) A memory as in claim 90, wherein the second 
instructions and data arc for execution by a virtual machine, and wherein the virtual machine 
performs the steps. 

93. (Previously presented) A memory as in claim 90, wherein the plural domains 
include a network domain comprising network functions and data referred to by the network 
functions, a storage domain comprising storage functions and data referred to by the storage 
functions, and a filesyslem domain comprising other functions and data referred to by the other 
functions. 

94. (Previously presented) A memory as in claim 93, wherein the plural domains 
further comprise a multiprocessor safe domain, and wherein instructions and data that involve 
references to the multiprocessor safe domain aro considered to be multiprocessor safe references. 

95. (Currently amended) A memory as in claim 90, wherein the first instructions 
further comprising ™.™rjjjc rJ' 1 *!™? 1 '""* to ca " se tlie processor to perform the steps of: 

determining which of the references outside of their domains are multiprocessor 
unsafe references; and 
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generating a report of the multiprocessor unsafe references. 

96. (Currently amended) A memory as in claim 95, further comprising the step of 
modifying the second instructions and data based on the report, 

97. (Currently amended) A memory as in claim 90, wherein if the reference is not 
actually to a domain to which that reference is supposed to refcr, execution of the second 
instructions and data halls and an error message is generated. 

98. (Previously presented) A memory as in claim 90, wherein if the reference is 
not actually to a domain to which that reference is supposed to refer, the instruction or data 
making the reference is modified. 

99. (Previously presented) A memory as in claim 98, wherein the instruction or 
data making the reference is re-executed after being modified. 

100. (Currently amended) A computer system for analyzing instructions and data 
for a program and dynamically determining where the instructions and data might result in 
incorrect results when run on a multiprocessor system, the computer system comprising^ 
process or and , exec utabl e by the processor : 
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a re Terence analyzer that divides the instructions and data for the pix>gram into 
plural domains based on symbols used lo refer to those instructions and data, the multiprocessor 
system configured to use at most one processor at a time to execute instructions and to access 
data from any one domain, that determines which of the instructions and data involve references 
outside of their domains, and that determines which of the references outside of their domains 
arc purportedly multiprocessor safe references; 

a table generator that generates a table of the purportedly multiprocessor safe 
references, the lable including the domains to which the references are supposed to refer; 

a reference tracker that tracks references made by the instructions and data; and 
a comparator that determines, when a reference in the table of purportedly 
microprocessor safe references is encountered during execution of the instructions and data, if 
the reference is actually to a domain to which that reference is supposed to refer. 

101 . (Currently amended) A computer system as in claim 100, wherein the 
instructions and data comprise intctprctablc code. 

1 02, (Currently amended) A computer system as in claim 100, wherein the 
instructions and dala are for execution by a virtual machine, and wherein the virtual machine 
implements the system. 
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103. (Currently amended) A computer system as in claim 100, wherein the plural 
domains include a network domain comprising network functions and data referred lo by the 
network functions, a storage domain comprising storage functions and data referred to by the 
storage functions, and a filesyslem domain comprising other functions and data referred to by the 
other functions. 

104. (Currently amended) A computer system as in claim 1 03, wherein the plural 
domains farther comprise a multiprocessor safe domain, and wherein instructions and data that 
involve references to the multiprocessor safe domain arc considered to be multiprocessor safe 
references. 

1 05. (Currently amended) A computer system as in claim 100, wherein the 
reference analyzer further determines which of the references outside of their domains arc 
multiprocessor unsafe references, and wherein the system further comprises a report generator 
that generates a report of the multiprocessor unsafe references. 

106. (Currently amended) A computer system as in claim 105, further comprising 
a modifier that modifies the instructions and data based on the report. 
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107, (Currently amended) A coiPPPiSLsy 510111 in claim 100 > whcrciil i£t ^° 
reference is not ootuaUy to a domain lo which that reference is supposed to refer, execution of 
the instructions and data halts and an error message is generated. 

] 08. (Currently amended) A computer system as in claim 100, further comprising 
a modifier that, i f the reference is not actually to a domain to which that reference is supposed to 
refer, modifies the instruction or data making the reference, 

109. (Currently amended) A computer system as in claim 108, wherein the 
instruction or data making the reference is re-executed after being modified. 

1 1 0. (Previously presented) A method of analyzing instructions and data for a 
program to determine where the instructions and data might result in incorrect results when run 
on a system having multiple resources of a type used concurrently, the method comprising the 
steps of: 

dividing the instructions and data for the program into plural domains based on 
symbols used to refer to tho$o instructions and data, the system configured to use at most one of 
the rcsomecs at a lime to execute instructions and to access data from any one domain; 

determining which of the instructions and data involve references outside of their 

domains; 
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determining which of the references outside of their domains arts unsafe 

references; 

generating a report of the unsafe references; and 
modifying the instructions and data based on the report. 

Claims 111 - 125, (Canceled) 

126, (Previously presented) A method of dynamically analyzing instructions and 
data for a program to determine where the instructions and data result in domain violations when 
run on a multiprocessor system, the method comprising the steps of: 

dividing the instructions and data for the program into plural domains based on 
symbols used to refer to those instructions and data, the multiprocessor system configured to use 
at most one processor at a time to execute instructions and to access data from any one domain; 

accessing a table of purportedly microprocessor safe references by the 
instructions and data outside of their domains, the table including the domains to which the 
references arc supposed to refer; 

executing the instructions and data; and 

when a reference in the table of purportedly microprocessor safe references is 
encountered during execution of the instructions and data, determining if the reference is actually 
to a domain to which that reference is supposed to refer. 
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1 27> (Previously presented) A method as in claim 126, wherein the instructions 
and dala comprise inlcrprclable code. 

1 28. (Previously presented) A method as in claim 126, wherein the instructions 
and data arc for execution by a virtual machine, and wherein the virtual machine performs the 
method. 

129, (Previously presented) A method as in claim 126, wherein the plural 
domains include a network domain comprising network functions and data referred to by the 
network functions, a storage domain comprising storage functions and data referred to by the 
storage functions, and a filcsystcm domain comprising other functions and d£ta referred to by the 
other functions, 

130. (Previously presented) A method as in claim 1 29, wherein the plural 
domains further comprise a multiprocessor safe domain, and wherein instructions and data that 
involve references to the multiprocessor safe domain arc considered to be multiprocessor safe 
references. 

131, (Previously presented) A method as in claim 126, wherein i Tthc reference is 
not actually to a domain to which that reference is supposed to refer, execulion ofthe 
instructions and data halts and an error message is generated. 
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132. (Previously presented) A method as in claim 126, wherein if the reference is 
not actually lo a domain to which that reference is supposed to refer, the instruction or data 
making the reference is modified. 

133. (Previously presented) A method as in claim 132, wherein the instruction or 
data making the reference is re-executed after being modified, 

134. (Previously presented) A memory storing information including steps 
executable by a processor, the steps executable to dynamically analyze instructions and data for 

a program to determine where the instructions and data result in domain violations when run on a 
multiprocessor sy&lcm, the steps comprising: 

dividing the instructions and data for the program into plural domains based on 
symbols used to refer to those instructions and data, the multiprocessor system configured lo use 
at most one processor at a time to execute instructions and to access data from any one domain; 

accessing a table of purportedly microprocessor safe references by the 
instructions and data outside of their domains, the table including the domains to which the 
references are supposed to refer; 

executing the instructions and data; and 

when a reference in the table of purportedly microprocessor safe references is 
encountered during execution of the instructions and data, determining if the reference is actually 
to a domain to which that reference is supposed to refer. 
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135, (Previously presented) A memory as in claim 134, wherein the instructions 
and data comprise into rp ret obi c code. 

136, (Previously presented) A memory as in claim 134 s wherein the instructions 
and data arc for execution by a virtual machine, and wherein the virtual machine performs the 

skips. 

137, (Previously presented) A memory as in claim 1 34, wherein the plural 
domains include a network domain comprising network functions and data referred to by the 
network functions, a storage domain comprising storage functions and data referred to by the 
storage functions, and a filcsystem domain comprising other functions and data referred to by tho 
other functions. 

138, (Previously presented) A memory as in claim 1 37, wherein the plural 
domains further comprise a multiprocessor safe domain, and wherein instructions and data that 
involve references to the multiprocessor safe domain arc considered to be multiprocessor safe 
references. 
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139. (Previously presented) A memory as in claim 134, wherein if the reference 
is not actually to a domain to which that reference is supposed to refer, execution of the 
instructions and data halts and an error message is generated. 

140- (Previously presented) A memory as in claim 134, wherein if the reference 
is not actually to a domain to which that reference is supposed to refer, the instruction or data 
making the reference is modified, 

141. (Previously presented) A memory as in claim 140, wherein the instruction or 
data making the reference is rc-cxccutcd after being modified. 

142. (Currently amended) A com puter system comprising a processor and a 
checker ttet -to cause the processor to dynamically analyses -analyze instructions and data for a 
program to determine where the instructions and data result in domain violations when run on a 
multiprocessor system, the checker comprising: 

an analyzer that divides the instructions and data for the program into plural 
domains based on symbols used to refer to those instructions and data, the multiprocessor system 
configured to use at most one processor at a time to execute instructions and to access data from 
any one domain; 



PAGE 29/32 * RCVD AT 5/12/2006 4:38:00 PM [Eastern Daylight Time] * SVR:USPT0-EFXRF-1/11 * DNIS:2733698 * CSID:408 720 9397 * DURATION (mm-ss):16-36 



MAY-12-2006 FRI 12:45 PM BST&Z 



FAX NO. 408 720 9397 



P. 30 



09/828,284 
Art Unit; 2192 

an interface to a table of purportedly microprocessor safe references by the 
instructions mid data outside of their domains, the table including the domains to which the 
references arc supposed to refer; and 

a reference tracker that tracks references made by the instructions and data; and 
a comparator that determines, when a reference in the table of purportedly 
microprocessor safe references is encountered during execution of the instructions and data, if 
the reference is actually to a domain to which that reference is supposed to refer, 

1 43. (Currently amended) A c^^t^^stem ^checkor as in claim 1 42, wherein 
the instructions and data comprise intcipretahlc code, 

144. (Currently amended) A co mputer s ystcmoheefeer-as in claim 142, wherein 
Ihe instructions and data are for execution by a virtual machine, and wherein the virtual machine 
includes ihe checker- 

145. (Currently amended) A romcutcr^g^^ in claim 1 42, wherein 
the plural domains include a network domain comprising network functions and data referred to 
by the network functions, a storage domain comprising storage functions and data referred to by 
the storage functions, and a filcsystem domain comprising other functions and data referred to by 
the other functions. 
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146. (Currently amended) A comput er system ohockor -as in claim 145, wherein 
(lie plural domains further comprise a multiprocessor safe domain, and wherein instructions and 
data that involve references to the multiprocessor safe domain are considered to be 
multiprocessor safe references, 

147. (Currently amended) A computer system efeeek-er-as in claim 142, wherein if 
the reference is not actually to a domain to which that reference is supposed to refer, execution 
of the instructions and data halts and an error message is generated. 

148. (Currently amended) A computer system ch e ck e r as in claim 142, further 
comprising a modifier that, if the reference is not actually to a domain to which that reference is 
supposed to refer, modifies the instruction or data making the reference. 

149. (Currently amended) A computer system checker as in claim 148, wherein 
the instruction or data making the reference is rc-cxccuted after being modified. 

150. (Currently amended) A computer system c hecker as in claim 142, wherein 
the checker is embodied as a function in the instructions and data, 

151. (Currently amended) A computer s yste m eheeker-as in claim 142, wherein 
the checker runs concurrently with execution of the instructions and data. 
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152. (Previously presented) A method of dynamical ly analyzing instructions and 
data for a program to determine where the instructions and dala result in domain violations when 
run on a system having multiple resources or a type used concurrently, the method comprising 
I he steps oT; 

dividing the instructions and data for the program into plural domains based on 
symbols used to refer to those instructions and data, the system configured to use at most one of 
the resources at a time to execute instructions and to access data from any one domain; 

accessing a table of purportedly safe references by the instructions and data 
outside of their domains, the table including the domains to which the references arc supposed to 
refer; 

executing the instructions and data; and 

when a reference in the tabic of purportedly safe references is encountered during 
execution of the instructions and data, determining if the reference is actually to a domain to 
which that reference is supposed to refer. 

153 - 164. (Canceled) 
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